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SUMMARY
· Results-driven IT professional with over 13 + years of experience specializing in building and maintaining Cloud Infrastructure.
· Proficient with AWS services (EC2, S3, Route 53, IAM, CloudWatch, CloudFormation)
· Expertise in troubleshooting issues relating to infrastructure and application varying from all non-production to production.
· Hands on experience in scripting languages such as Groovy, JSON, YAML and Bash Shell scripting.
· Experienced in setting up CI/CD pipelines using tools such as Jenkins, Maven, Nexus, Artifactory, Slack and AWS pipelines.
· Strong experience in working with version control systems such as SVN and Git.
· Experience working with developing scripts and automation tools used for building, integrating, and deploying software releases to multiple environments.
· Strong experience in code quality and code coverage tools such as SonarQube and JUnit.
· Configuration Management using Ansible.
· Application Deployment using Docker and Kubernetes.
· Ability to multi-task, highly result oriented, and possess strong soft skills to be effective in a team.
· Sound Analytical Skills and ability to adapt to any technology within a short span of time.

WORK EXPERIENCE

Lead Infrastructure Architect                                                                                           Aug. 2017 – Current
USFDA	Sterling, VA


· Designed, deployed, and maintained secure, scalable, and highly available cloud environments using core AWS services (VPC, EC2, S3, IAM, RDS, Lambda).
· Automated infrastructure provisioning and management using Infrastructure as Code (IaC) tools like AWS CloudFormation and Terraform.
· Implemented and managed CI/CD pipelines using AWS CodePipeline, CodeBuild, and Jenkins to automate application deployments.
· Configured and managed cloud networking infrastructure, including VPCs, subnets, security groups, NACLs, and Direct Connect.
· Ensured compliance and security best practices by configuring AWS IAM roles, policies, and security groups.
· Monitored system performance, utilization, and costs using Amazon CloudWatch, AWS Cost Explorer, and third-party tools.
· Developed and maintained disaster recovery (DR) and business continuity strategies for critical AWS workloads.



Lead Infrastructure Engineer                                                                                            Aug. 2017 – April 2024
Fannie Mae	Reston, VA

· Automated AWS infrastructure provisioning with Terraform and Ansible, significantly reducing deployment time and improving system reliability.
· Implemented Cloud Formation for core AWS services (EC2, S3, RDS), focusing on meticulous configuration management to ensure resource optimization and security compliance.
· Fully Automated build and publish of Gold AMIs that meet vulnerability and compliance baselines for consumption by teams.
· Addressed security findings across applications, ensuring compliance and authoring Ansible playbooks for streamlined Configuration Management, contributing to a secure and agile environment.
· Developed Lambda functions for automated EC2 instance scheduling, optimizing resource usage and reducing costs.
· Designed and optimized CI/CD pipelines with tools like GitHub, Jenkins, Nexus, and Ansible Tower. This streamlined development workflows for various Linux setups.
· Improved AWS infrastructure monitoring using CloudWatch and implemented New Relic and Catchpoint for Synthetic Monitoring, ensuring consistent system reliability.
· Automated application deployment processes on AWS and on-premises. Utilized GitHub Enterprise, CloudBees Jenkins Enterprise, Nexus, and Ansible Tower for pipelines.
· Introduced GitHub Actions workflows and set up CloudBees Jenkins on EKS clusters, reducing issue resolution time and enhancing overall system efficiency.
· Led the transition from monolithic to microservices architecture using Docker containers, resulting in a 40% increase in workflow efficiency.
· Managed CI/CD tools upgrades, plugins, backup, restore, LDAP, SAML, and SSL setup, ensuring uninterrupted service delivery.
· Implemented GitHub Webhooks for automatic build triggers and integrated builds with SonarQube for practical code quality checks.
· Produced system and High-level Architecture diagrams, providing clear insights for effective communication.
· Utilized JIRA for precise user story tracking, issue management, and change tracking.
· Actively contributed in scrum meetings, aiding effective backlog refinement and cross-functional collaboration for project success.

Elastic Computing Solutions Inc	Jan 2015-June-2017
System Analyst	San Jose, CA

· Deployment and customization of tools related to Cisco UCS, Cisco Nexus and VMware virtualization systems.
· Analyzed performance, capacity, and configuration of VMware cloud infrastructure.
· Performing Seamless upgrade of the entire converged infrastructure platform including Cisco UCS, vSphere, EMC VNX and Cisco Nexus ensuring firmware compatibility and interoperability.
· Execute large scale Workload migration onto the Converged Infrastructure Platform using P2V & V2V techniques with VMware SRM and VMware Convertor.
· Administration and upgrades of Private Cloud deployed using VMware vCloud within customer environments.
· Installed Windows 2003/2008R2/2012 in the created virtual machines and installed the required software and tools.
· Patched software and installed new versions to eliminate security problems and protect data.
· Used IAM to create new accounts, roles, groups, and policies.
· Hardening of servers to prevent attacks and hacking and generating SSH authentication keys to secure the environment.
· Experienced on patches installation, patch upgrades and packages installation on Red Hat Linux servers by using RPM & YUM
· Assessed system hardware and software and suggested modifications to reduce lag time and improve overall speed.
· Broke down and evaluated user problems, using test scripts, personal expertise, and probing questions.
· Collaborated with vendors to locate replacement components and resolve advanced problems.
· Configured Linux network services like DNS, FTP, SFTP&SCP.
· Helped streamline repair processes and update procedures for support action consistency.
· Performed root cause analysis and general troubleshooting.
· Ability to build and monitor services on production servers.


Knot Solutions Pvt Limited	Aug 2012-Dec 2013
Software Associate	Hyderabad, India

· Co-ordination with Client for resolving their Billing/Rating/Configuration Related issues. Data migration from BSCS to AMDOCS billing system.
· Analyzing New Product and implementing it according to client’s requirement. Configured reports in Database.
· Supported client in UAT and resolved issues in reports.
· Rating & billing activities i.e., pre-bill activities on AMDOCS system.
· Analyzing New Product and implementing it according to client’s requirement. Preparing Test cases according to client’s new requirement and provide them proper solution along with documentation.

Electronics Corporation of India Limited	Oct 2010- May2012
Software Consultant	Hyderabad, India

· Performed various testing like Functional testing, Black Box testing,
· White Box Testing, Data driven testing, Regression testing and User acceptance testing. Analyzing New Product and implementing it according to client’s requirement.
· Preparing Test cases according to client’s new requirement and provide them proper solution along with documentation.
· Modify existing software to correct errors, allow it to adapt new hardware, or to improve its performance. Involved in developing data model for various modules.



EDUCATION
St. Cloud State University	Dec 2015
Master of Science: Engineering Management

Jawaharlal Nehru Technological University	April 2010
Bachelor's degree: Electronics and Communication Engineering
SKILLS
Amazon Web Services (AWS) • AWS Lambda • Terraform • AWS CloudFormation • Cloud Watch • Continuous Integration and Continuous Delivery (CI/CD) • Amazon EC2 • New relic • Ansible • GitHub • Jenkins. • Cisco UCS • VMware • Hypervisor
